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History of computer viruses

& Important Message From Florian Fernweh o]
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L Important Message From Florian Femweh
WARNING!

Tty ® n":
Fe®,# 1083, Linking The World = S
- Here is that document you asked for ... don't show anyone else -) YSUEApple IPhogBEERETRENy clATHGSH
» 2 by 17 viruses!
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list.doc (41,0KB)  ATTODO11 txt (156

i~ J Byte)
1 g ?T F FDtDviﬂ 0 TC P.‘I P s oY r; Here is how you can solve this in just a
few seconds (Step by Step)
Step 1: Tap REMOVE VIRUS to instal DotBlck from the Ap
sz ;

"Z‘? 1983, Hola Virus!
i‘-, r}; 1987, Virus Jerusalem = 1009, Melissa L—J

i

1978, Primer SPAM

—— 1982, USUARIAS 1993, Control de

@ This zpstem is shutting down. Pleaze save all

SEGURINFO nformacion
st \/; wow | 1983 \.fir.usala luz _:.'."“”;,.] 1994:1st S .qst : ;
1971:15t Virus e o . pam 2004:15t Mobile virus
1975:1% Troyan WORR 46! Apuso Computaciona v T 2 e
19 B U : : | 20 U U SYstm Shutdown E —— [ <]
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wark in progress and lag off. A unsaved
changes will be lost. This shutdown was
initiated by NT AUTHORITY4SYSTEM

Time before shutdown : - 00:00:56

Meszage
The zpstem process

TAWINDOWS system32sass. exe'
temminated unexpectedly with status code
0. The spstem will now shut down and
restart.
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It looks like an expensive system! |



Who is Septentrio?

o D
RELIABLE & ACCURATE
APPLICATION KNOW HOW POSITIONING YOUR OEM PARTNER
* Reliable positioning
Machine contr.ol & guidance «  Advanced anti-jamming e our M
R . & anti-spoofing our customers successful

Scientific applications
Survey, Mapping and GIS
UAS & Robotics

technology
* Robust and secure FW
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Smart Scientific
Modules Boards receivers antenna Receivers



GNSS used more & more in critical applications

Timing markets

New applications m




Sensitivity by market i
Different users & needs => all being pushed higher in reliability

@‘g
“ s 5

Defence
ADAS

nRdil
Infrastructure
Marine
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Construction

Mining
Logistics
Ag
Robotics
Survey

High
security

Basic security
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Do people know about jamming?

Or spoofing?

-



1. What is GPS spoofing?

A GPS signal destroyed S P O O F I N G ?
A signal pretending to be a GPS signal s
A computer virus affecting my GPS

A weak signal which does not allow me to know my GPS location

Do not know

A GPS signal destroyed
A =ignal pretending to b

A computer virus affecting my...

A weak signal which does not ...

Do not know

Other
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2. Do you know what is GPS jamming?

Same as GPS spoofing but another name

A GPS signal destroyed ?
A weak signal which does nat allow me to know my GPS location J A IVI IVI I N G °
Another GPS system virus

Do not know

ignal destroyed

@ A weak signal which does not ...

@ Another GPS system wvirus
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3.1f GPS fails what is going to be affected

My mobile phone

RISK?
[

My home electricity

My bank

none

@ My mobile phone

My home electn
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6.Who could be more likely to hack your GPS position?

Car robber or kidnapper

My Government

WHO IS THE ATTACKER?
°

Russia

Truck driver in the highway

My husband or wife

My parents

Car robber or kidnapper
@ My Government
@ China
@ FRussia

Q@ e onrnnerish 3

@ My husband or wife

@ My parents
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Failed ®

People do not really know about Spoofing or Jamming
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1 1.575.420.000 ©

| “ ali aghaei saem 4 months ago

How could you spoof smart phone's GPS7 | use Pluto SDR and simply | can spoof ublox neo-6nj but although using only GPS mode, even | can not see satellites on GPS test!

REPLY

~ Hide replies

ﬁe 4 months ago

Ry
You may need to spoof multiple satellite constellations. You should also check the signal you're transmitting is actually working with a separate receiver.

REPLY

Andeti 2 years ago

What challenges and security issues do GPS communication face as at the moment. Any advances to solve the solution? Albert, Kenya.
REPLY

~ Hide replies

Public GPS has ajsasshasspuaacdosanaakog.and qiven the relatively low cost of a software defined radio (SDR) such as HackRF and BladeRF, it is now widely possible fc
people to perforr§ GPS spoofing en a global scale.

. Crazy Danish Hacker
(spoofer) ====H|=—>=-="




Tunakann 2 months ago

So all you need is the Arduino? The transmitter and power just affect the strength and range?

2 & @& REPLY

« Hide replies

. 2 months ago

Pretty much

e 3 & REPLY

Love Revolution 2 weeks ago

Anyone know where theyre not illegal, lol. How could they know if you're using it} | want to build one for my home that neutralizes all frequencies,
Are the frequencies transmitted by the jammer equally malignant or Benin? Could natural sound waves, ocean eic be usea? W

r——

Tabish khan 1 month ago

how about GPS signal. Is it easy to design a jamming devise for GPS signal.

il W'  REPLY

~ Hide replies

. " month ago

All you need is a device that can transmit on those frequencys

s ® REPLY
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Common cases of interference

Radio amateurs

Intentional Jammers
Ty T PULARE S PR SUSEEY PR B vl
Frogmney ON)
Figure 2: construction site at Ostend horbour Figure 3: spectrum plot of the L2 bond showing

from an omateur television transmission

10 mw 4 x300 mW

Figure 7: typical in-cor chirp jommers
(PPDs (Personal Privacy Devices))

http://Jammers.Store

Navigation beacons o
Other communications

: (Immarsat/lridium/LTE)
Self-interference

inmarsat GPS

3 1583 MHz 1607 MHz "b‘r MWJMW

»3 GPS 1

o | ;,,_ BeiDou

_ 21559 MHz

802 =]

e »d 3

03 i

o j | Normal Level \E v o P T T
v ) ] — - J— —— 0] Figure 6: spectrum plot of the L1 band showing the location of || \

Figure 4: spectrum plot of the L2 band showing the signal from a 1590 150 e . e transmissions are located at higher frequencie

navigation beacon in relation to the GPS and GLONASS L2 signals Figure 5: Interference from o GoPro Hero 2 video camera picked up by o GNSS antenna




Set-Up - Interference Lane detection

10 mwW 4 x 300 mW

‘e :
? SEptEI’ItI’IO COMMERCIAL IN CONFIDENCE _




Overview

\o»

« 45 Events of Heavy Interference in 4,8 Days

Distribution

- Chirp Jammer

aaaaa

42%
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« Test done with a Chirp jammer and the following GNSS receivers:
Septentrio GNSS receiver (AsteRx4)
- RTK GPS+GLO </
. L1 stand-alone GPS+GLO
Other High-Precision Receiver
Consumer grade L1 Receiver

septentrio
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10 mW Commercial L1 Chirp Jammer

AsteRx4 RTK AsteRx4 L1 Stand-Alone
AlM+ 0 0
-500 1 1 -500 ¢
S S
| -1000 1 -1000 ¢
-1500 * ' ' ' ' -1500 ™ ' ' ' '
-1500 -1000 -500 0 500 -1500 -1000 -500 0 500
m m
Other High Precision Receiver Standard Precision Receiver
0 ﬁ 0
-500 1 -500 1
S S
-1000 } -1000
-1500 * ' ' ' ' -1500 ™ ' ' ' '
f‘ -1500 -1000 -500 0 500 -1500 -1000 -500 0 500
= Septentrio m m
v

external

interference




Spoofing
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Cheap & Easy

* (mini-)PC + Software Defined Radio

1/Q Samples amazon

Navigation

« Open source software
gps-sdr-sim Harmonics @ GPS

« Even cheaper: USB3.0-to-VGA dongle y
e
osmo-fl2k .
$5 ! Wire antenna

septentrio




iIPhone 6 under Attack

SEptEI’ItI’IO. * \Very Easily Spoofed
 Even with Pico Watts
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General Anti-Spoofing Coutermeasures

/ / /
/ /
TIME/POSITION ¢ ACCURATE
. Can be detected * HW design needs to
+ Alignment still possible with real consider  high  quality
time or position signals clocks
MULTI-FREQ
MULTI-CONSTELLATION GNSS/INS MESSAGE
* Backup signals * Proper usage of IMUs AUTHENTICATION
* Receivers need to be able to keep ¢ GAL OSNMA
other signals alive * GPS Chimera

 Signal readiness is important
* CPU will be important

septentrio
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What about different types of spoofers?

V 4 \,
% AN

III %w

10 2hs 90

septentrio

I Timing Offset I

I Network Down! I
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Regular Spoofing Attack Mitigation

» Look for anomalies in the signal

GPS L1

V. “ad

Ce

: HackRF One

Spoofing
i GREAT SCOTT GADGETS .

Detected!

-I
i
i
i
i
i
i
i
i
i
i

SBF::RFStatus = spoofing likely

septentrio



Frequency Diversity in Action

L2C Stays!

AsteRxU

S 30l Spoofer/Authentic .. . -
2] 1} - ; : ’> ......... .................... \\ ....... ——GPS L2C s o]
T ] i ]

30 40 50

septentrio 0 10 20 30 40 50
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Making it more difficult...

» Use high-end GNSS constellation generator

GNSS

= £2 Spoofer :

L----.---------------

All signals, including military, cleanly generated

septentrio

S

Nice try!
But you’'re
spoofing...

SBF::RFStatus = spoofing likely



Making it even more difficult...

» Reradiate actual GNSS from other location or with small time delay

Position Y

Uh...
Looks
Fine

+ Easy!

« Often used in production & maintenance halls
Testing GNSS Indoors

septentrio

Position X
Spoofing Unlikely



EM Field Property: Polarization

« Satellites Transmit Right Hand Circulary Polarized Signals

RHCP
Y

Field Rotates

E-Field

How about Left Hand (LHCP)?
— Just reverse shift
—> Signal already available in many antennas

septentrio

To LNA
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Difference Between Spoofed and Authentic Satellites
» Spoofed Sats: Same Polarization
« Authentic Sats: Different Polarization ,

RHCP

RHCP+LHCP~ %

Reflection changes polarization

septentrio



Septentrio’s Polarization-Aware Receiver Prototype

« Permanent Monitoring of RHCP and LHCP
Aided Tracking of LHCP to Capture Polarization at low C/No

RHCP
Correlators NCO Feedback

LHCP
Correlators

E.g. 15 dB-Hz

European
Global Navigation
Satellite Systems

Agency

{ANTASTIC

FIELD AWARE NAVIGATION AND TIMING AUTHENTICATION SENSOR
FOR TIMING INFRASTRUCTURE AND CENTIMETER LEVEL POSITIONING

‘e :
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GNSS Satellite or control segment malfunctions
Unintentional interference
* Radio-frequency interference (RFl) from external sources

Signals *  Testing at system level
* lonospheric influence (solar maxima, magnetic storms, scintillations)
*  Multipath
Intentional interference
* Jamming

Antenna

*  Spoofing (false signals into the receiver)
*  Meaconing (interception and re-broadcast of navigation signals).

Receiver FW access

*  Hacking into root access (admin)

*  Upgrading receiver with different FW

* Loading extra permissions on receiver

*  Access to FW for malicious actions (trojan horse)
*  Access to uBoot

Receiver FW access

Receiver Interface

*  Access to settings of receiver

= o *  Access to data of receiver

Receiver interface - e Access to monitoring of receiver

*  Access to users & passwords stored in receiver
e Corrections

Application side

* Intercepting output

*  Changing output over communication
*  Pretending being someone else

Application side

Output

septentrio




Conclusion

- Good GNSS tracking technology allows proper resiliance against
jamming/spoofing (e.g. Septentrio AIM+)
« Creating a proper anti-spoofing or anti-jamming technique requires:
proper HW/SW design

 Latest spoofing detection on polarization is capable to detect very accurately
generated spoofing signals (e.g. reradiators)

septentrio
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Greenhill Campus
Interleuvenlaan 15i,
3001 Leuven, Belgium

septentrio.com

septentrio

Americas

Los Angeles, USA

sales@septentrio.com

Asia-Pacific

Melbourne, Australia
Shanghai, China
Yokohama, Japan
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