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Welcome & Topic: Fugro view on Position Integrity and specifically NMA 
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The world is changing rapidly, Location is everywhere. 
We believe Position integrity will be a even more important topic moving forward, and potentially see more activity, cases and crime interest similar to viruses on the internet


Imagine ation service or a position!
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SAN FRANCISCO — Researchers have discovered a
disturbing pattem: dozens of ships whose GPS < are going to airports or oth
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Washington D.C.-based Resilient Navigation and
Timing Foundation and Windward Ltd., a maritime data and analytics company, has
found multiple instances of so-called GPS spoofing in Russian waters.
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Spoofing cases below the horizon 
Typical ones are shared often and are known. 
Highlight here is the UBER case in Malaysia.
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ation service or a position!

UFA AR AWV
. The line is First In First Out, meaning the next request will go to the Uber

cab who has been waiting the longest and is in the waiting area (in blue):
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Batu Maung
International airport Penang, Malaysia

Your location within the airport / pickup lot does not affect your position in
the queue, however you will not receive dispatches unless you are in the

Waltlng area
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The world of spoofing - Likelihood

Self-spoofing (Uber case)

or

Being spoofed? Who is the attacker
&
What is objective?

What are the Attacker’s skills
&
What resources available?

Reference to Galileo Open Service Authentication: A Complete Service Design and Provision Analysis (Sept 2015)
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So the world of spoofing: I started August last year, imagine being thrown in this topic. 
Who is spoofing, for what reason and what is the key objective? Typical questions and a study was performed on this in 2015 by Paul Walker – CGI and his team in relation to Galileo OS which I would like to highlight here
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The world of spoofing - Variables

Score on Likelihood Y/N?

Use cases? Threat sources?

* Tamper motivation?
* Power constraints?

Reference to Galileo Open Service Authentication: A Complete Service Design and Provision Analysis (Sept 2015)
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Basically the study was formed around some key questions: Use case, Threat source, Constraints and leading into a likelihood of spoofing. Basically differentiating anywhere between the Uber case, self spoofing and maybe a criminal organisation hijacking a money transport


®)

The world of spoofing - Use cases
é )
 Low Value Asset Tracker:
o Tamper motivated, tracking
Pet GPS Tracker y e (Insurance telematics, vehicle fleet & fishing
- vessel tracking)

 High Value Asset Tracking:
o Non-tampered, externally spoofed, tracking
(High value goods or vehicles / trains)

 Portable Tracker:
o Constrained on power, tamper motivated,
tracking (Tagging)

 High Value Positioning:
o Non-tampered, externally spoofed, positioning
(Autonomous driving, dynamic positioning (rig))

« GNSS Disciplined Timing:
o Power & financial transactions
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Differentiating in cases, from low value to high value or high risk & also time. 


The world of spoofing - Threat sources

Individual Operator:
o Driver avoiding being tracked
o Limited resource and little technical ability

Lone Criminal:
o Motivated by financial gain

Prestige Attacker:
o Hacker, academic, journalism
o Motivated by publicizing their achievement
o Moderate resources but significant technical
ability

Organized Crime:
o Motivated by financial gain and possess sizeable
resources

Organized Attacker:
o Terrorists or foreign intelligence services
o Motivated by the disruptive effect of the attack,
potentially unlimited resources and ability.
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The different Threat sources, again from the Uber case to more organized and access to a lot of resources


The world of spoofing - Likelihood score

' Score on Likelihood Y/N?

‘ Use cases? Threat sources?
Uber case
i * Tamper motivation?
* Power constraints?
N\
Individual Lone \ Prestige | Organized | Organized
Operator | Criminal Attacker Crime Attacker
Low Value Asset Tracker 3 2 1 0

High Value Asset Tracker

Portable Tracker

High Value Positioning

3
2
3
3

GNSS Timing

Attack likelihood:
Extreme (4), High (3), Moderate (2), Low (1), or Negligible (0)

Reference to Galileo Open Service Authentication: A Complete Service Design and Provision Analysis (Sept 2015)
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Correlate this and this matrix appears. Which supports in defining with what spoofing scenario could be expected with which case and equally what countermeasures you could think of
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The world of spoofing - Spoofing scenario's
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And spoofing is a world on its own…..different spoofing scenarios each representing different spoofing know-how and resources needed


The world of spoofing - Countermeasures

Full Position Integrity

Cryptographic source

 External-data aided position
gualification

 Authentication of signal &
message
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Looking at countermeasures we see positing integrity basically divided in 3 buckets, the best is encrypting from the source, second is message and signal authenticity and last but not least external aids to verify the position 


GNSS Authentication is the core

GNSS Navigation Message

Ephemeris (incl. Time & Clock)
Satellite health

GNSS Signal _
Pseudo range GNSS Augmentation

Corrections,
Satellite Health,
Real time & Extended ephemeris
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Fusion of systems for maximal resilience

GNSS Navigation Message (NM)

Ephemeris (incl. Time & Clock)
Satellite health

IMU . Other signals
Full system resilience

P
Inertial sensor aid A ’g 8 @

Software Other sensors
System (positioning) software Video, Radar,
& Ultrasonic, Lidar &
Receiver Autonomous
Integrity Monitoring Map match .
_-—
GNSS Signal _
Pseudo range GNSS Augmenta“()n

Corrections,
Satellite Health,
Real time & Extended ephemeris
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So basically we could represent this like a diamond with all measures (name some)  hardening it and most importantly in the center…


 Ensure the GNSS messages being received & used are

— Tracked signals are those the GNSS satellite transmits
with GNSS system and from the augmentation provider 'E'QEE

— Encryption/Digital signature for secure distribution
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NMA is basically a cross-check of the message; a comparison between the message the receiver is receiving versus what we see in our network where at minimum always 8 satellites are in view of a reference receiver 


GNSS recelivers & spoofing detection methods

4 other external aids

Spoofing complexity

Receiver technology

www.fugro.com
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Well….to put this all in context, the spoofing likelihood, spoofing scenario’s and countermeasures…this our view on the world. NMA clearly working in the less complex spoofing domain and external aids & pseudorange authentication in the higher complexity scene


Position critical processes

need |
location services

Navigation Message
Authentication provides a
clear yes or no as to
spoofing detection in all
receiver domains and adds
redundancy to the system
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We therefor come to a conclusion the NMA is a clear value add and adding redundancy in all levels of spoofing identification. With that, thank you very much and looking forward to the drink and further conversations on this. 


We are

proud to provide
geo-intelligence,
location services

and asset integrity
solutions to contribute
to a liveable world
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