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Septentrio

Founded in 2000 as IMEC spin-off

Septentrio NV (Leuven HQ), Septentrio Inc (Los Angeles) &
Hong Kong

International team of 100 people worldwide, 50 in GNSS R&D
Focus on cm-dm accuracy

Own hardware and software technology building blocks
GNSS+inertial hybrid solutions

Long term strategic partner of the European Space Agency
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Septentrio Products

AsteRx Altus PolaRx
Rover Receivers and OEM boards Smart antennas for Reference receivers for
for automation and machine control GIS and survey science and networks
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Septentrio Core Technology

Multi-Frequency Multi-Constellation
High interference immunity

All-in-view multi-frequency multi-constellation
Fast acquisition
Built-in interference mitigation (incl. chirp jammer mitigation)

All signals in space (GPS, Glonass, Galileo, Beidou, QZSS,...)
Multipath mitigation (wide-band architecture, APME algorithm)
Very low measurement noise

Secure GNSS signals and Anti-Spoofing

Scalable accuracy: sub-meter down to cm
High availability in challenging environments
High reliability
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Interference & Jamming
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Septentrio receivers provide passive and
active interference mitigations
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Interference Mitigation

 Standard feature

Adaptive Notch Filters (fully automatic)
Multiple notch filters per band

Adaptive Frequency Domain Filters (fully automatic)
Effective for chirp jammers, radar,...

*  Monitoring and Control

Spectrum monitoring

Adaptive filters status (manual control possible)

Via Graphical User Interface, Web Interface, binary messages
* Frequency diversity

Independent tracking of L1, L2(C), L5,...
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Jammers

* Many flavours: 20€ - 300€

« Typical construction:

Powered from Cigarette Lighter (12V)
10 mW Output Power

Chirp Signal in 1560-1600 MHz range
Cheap Analog Circuit
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Chirp Signal
« Sinewave with Changing Frequency

* "Wipes out” GPS L1 band
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Example Jammer: Problem Identification

Time & frequency domain plots in real time
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Chirp Jammer Mitigation
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Spoofing
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Spoofing Attack
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Spoofers: How feasible?

Budget Spoofer Ingredients

GPS Simulation Software Defined
Software Radio (SDR)

|/Q Samples
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Budget Spoofer Ingredients

« GPS Simulation Software
¢ gps-sdr-sim
* Open source (0€)
* Easy to set up

Ephemerides Location Time

Static lat/lon/alt Y/M/D
Dynamic NMEA

‘ WWWwW HH:MM:SS ’

Rinex from
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Budget Spoofer Ingredients

 HackRF One (2015) « LimeSDR (2017)
Up to 20 MHz BW Up to 60 MHz BW
Full L1 Band

ca. 300€
Output up to T mW

Overpowers receivers
in ca. 1 km radius

Y

USE 2.0

: HackRF One

; GREAT SCOTT GADGETS

septentrio



Budget Spoofer Limitations

« Software: GPS L1 C/A Only Geek Required
« Start Time Uncertainty
+/- 100 ms

* Precomputed File

Anticipate on time
No on-the-fly changes

 However:

Many spoofing projects active online
Real time version of gps-sdr-sim ...

 Significant threat !
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Budget Spoofer Testing with iPhone 6

» Radiating Test using Antenna Coupler

« Low transmit power to avoid any harmful interference

SDR @ Low Tx Gain Antenna
<-40 dBm Coupler

) << 300pV/m @ 10m
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Budget Spoofer Testing with iPhone 6

» iPhone 6 very easily spoofed, even with Picowatts
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Spoofing Robustness of Septentrio Receivers

« Spectrum monitoring
Interference mitigation

« C/No monitoring
« Code-minus-Carrier Phase monitoring
* Receiver Autonomous Integrity Monitoring (RAIM)

* Redundancy (multi-band) + additional sensors (e.g. inertial)
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Spectrum Monitoring

*  Normal Spectrum, No Spoofing:
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Spectrum Monitoring
« Typical Spectrum during Spoofing Attack

Detected by receiver as wide-band interference
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C/No Monitoring
« C/No Close to Reality (!)
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Range Quality Monitoring

» Code-minus-Carrier Phase monitoring
Same Physical Range
Should only change slowly (cm/s)
* lonosphere, Phase Wind Up
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Range Quality Monitoring

Receiver directly connected to SDR (only GPS L1 C/A signals)
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AsteRx-U Receiver in “Tunnel Test”
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Receiver Autonomous Integrity Monitoring
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Redundancy: GNSS and non-GNSS

« Receivers fully exploit

Good RF Filtering
Independent tracking of different signals

« Other sensors (non-GNSS) also help, e.g. INS hybridisation
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AsteRx Survives Extreme Spoofing Power
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Conclusions

v Adaptive Notch Filters
v Adaptive Frequency Domain Filters

(from € 20) are a significant threat

v Smart adaptive filtering

(from €300 !) are a significant threat

v" Detection of signal anomalies in terms of spectrum, code-minus-
carrier phase, C/No, etc.

v Reject anomalous signals/measurements

AN

Receiver Autonomous Integrity Monitoring (RAIM)
v" Exploit redundancy (multi-band, other sensors)
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