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Galileo

* European Satellite Navigation System with global coverage
* Alternative for systems like GPS

* Interoperable with GPS

* Three different services:

* Open Service -> public available signal
* Search and Rescue -> extension of existing SAR
* Public Regulated Service -> Protected signal
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Galileo — Public Regulated Service

Reliable and Robust Positioning

Best protected Civil GNSS Service

* Better resistant against signal disruption (jamming)
* Misleading is not possible (spoofing)

Public Regulated Service

Selective users (access control)
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GALILEO

PRS

Public Requlated Service
S|ecure, robust and always available
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Exclusive: Iran hijacked | Ships fooled in GPS spoofing attack
Iranian engineer (Video) suggest Russian cyberweapon
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https://www.newscientist.com/article/2143499-ships-fooled-in-gps-spoofing-attack-suggest-russian-cyberweapon/

Possible PRS Users

Critical National

Crisis Management
Infrastructures

Anybody approved by the National
Competent PRS Authority
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A PRS application

Secure Tracking Service (S-TrackS)
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Objectives of the PRS application

 Easy to use

* Low (operational) cost

* Integrated service solution

* Provide the PRS security features:
* Authentication
* Anti-Spoofing
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CONCEPT - S-TrackS

Uses the European Galileo Public Regulated Service (PRS)
Records not spoofable unclassified spectrum snapshots

S-TrackS offers offline:
* Reliable positions

* Proven positions O ¥
* Accurate positions

s Y
* Not spoofable / misleading positions ag ﬁ:[ﬁ. g
S 1 N

Legally proven position to
demonstrate where an asset or
person has (not) been!
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S-TrackS versus PRS RT

______ [STRACKS PRS

Purpose
Candidate users

Cost for ‘receiver’

Operationele impact
receivers

Operational impact server
Operation

Realtime

Purchase receivers

Legal proof wrt postioning Secure Real time navigation

No limitation
<100€

One secure service for
multiple recorder

Secure facility, SC people
Validation as a service
Near realtime

Simple device, aim for
standardisation in chipset
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Public Regulated
>10.000€

Monitoring & Control is
required

N.A.
Key- and access mngt
yes

Limited # certified suppliers,
currenty no Dutch industry
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Thank you
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