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Galileo (PRS) 



Galileo 

• European Satellite Navigation System with global coverage 

• Alternative for systems like GPS 

• Interoperable with GPS 

• Three different services: 

• Open Service   -> public available signal 

• Search and Rescue   -> extension of existing SAR 

• Public Regulated Service  -> Protected signal 
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Galileo – Public Regulated Service 
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• Reliable and Robust Positioning 

• Best protected Civil GNSS Service 

• Better resistant against signal disruption (jamming) 

• Misleading is not possible (spoofing) 

• Public Regulated Service  

• Selective users (access control) 

 

http://onlinelibrary.wiley.com/store/10.1002/sat.1012/asset/image_n/sat1012-toc-0001.png?v=1&s=f2573039488319f4fa4a7cd083a3075cd2c1db6f
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https://www.newscientist.com/article/2143499-ships-fooled-in-gps-spoofing-attack-suggest-russian-cyberweapon/


Possible PRS Users 
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Emergency Services 
Critical National 

Infrastructures 
Crisis Management 

Defence / Intelligence 

 Anybody approved by the National 

Competent PRS Authority 

Transport Border Control 

http://uk.wrs.yahoo.com/_ylt=A0WTf2gUUg9OEBkAha1NBQx.;_ylu=X3oDMTBpaWhqZmNtBHBvcwMzBHNlYwNzcgR2dGlkAw--/SIG=1gnre48ec/EXP=1309655700/**http:/uk.images.search.yahoo.com/images/view?back=http://uk.images.search.yahoo.com/search/images?p=bt+tower&ei=utf-8&fr=yfp-t-702&w=375&h=500&imgurl=london-photo.esem.sk/photo/bt-tower.jpg&rurl=http://london-photo.esem.sk/london-photo.php?photo=bt-tower&size=55k&name=bt+tower+jpg&p=bt+tower&oid=548788a2f1617c80&fr2=&no=3&tt=39133&sigr=11rarbtd7&sigi=117pl3ng7&sigb=12g4ffdkp&.crumb=/fxYNmgaK2
http://uk.wrs.yahoo.com/_ylt=A0WTf2q_Ug9OO0cAkylNBQx.;_ylu=X3oDMTBqYWdlNjBlBHBvcwMxOARzZWMDc3IEdnRpZAM-/SIG=1j3l6a5nb/EXP=1309655871/**http:/uk.images.search.yahoo.com/images/view?back=http://uk.images.search.yahoo.com/search/images?p=sas+soldiers&ei=utf-8&fr=yfp-t-702&w=600&h=327&imgurl=www.defence.gov.au/news/armynews/editions/1125/images/01-sas.jpg&rurl=http://www.defence.gov.au/news/armynews/editions/1125/topstories/story01.htm&size=179k&name=01+sas+jpg&p=sas+soldiers&oid=65dd0ef6b986ed8e&fr2=&no=18&tt=816&sigr=12clqeul3&sigi=120p5k4v1&sigb=12kq1sp0r&.crumb=/fxYNmgaK2
http://uk.wrs.yahoo.com/_ylt=A0WTf2w5Uw9OEkAAqltNBQx.;_ylu=X3oDMTBqNzBoY2J0BHBvcwMxNARzZWMDc3IEdnRpZAM-/SIG=1hl30ocmv/EXP=1309655993/**http:/uk.images.search.yahoo.com/images/view?back=http://uk.images.search.yahoo.com/search/images?p=tewkesbury+flood&ei=utf-8&fr=yfp-t-702&w=500&h=329&imgurl=www.wickham43.supanet.com/images/tewkesbury-flood2.jpg&rurl=http://www.wickham43.supanet.com/musings/march2007.html&size=102k&name=Floods+all+aroun...&p=tewkesbury+flood&oid=54609eef71b431e0&fr2=&no=14&tt=652&sigr=11n7jsg0l&sigi=11m53ngtb&sigb=12ovga5vo&.crumb=/fxYNmgaK2
http://uk.wrs.yahoo.com/_ylt=A0S0zvhOZw9OVjAA4T9NBQx.;_ylu=X3oDMTBpc2ozM2gzBHBvcwM0BHNlYwNzcgR2dGlkAw--/SIG=1i8i9a0r1/EXP=1309661134/**http:/uk.images.search.yahoo.com/images/view?back=http://uk.images.search.yahoo.com/search/images?p=motorway+cars&ei=utf-8&fr=yfp-t-702&w=500&h=333&imgurl=farm1.static.flickr.com/178/480490350_4731cddbb8.jpg&rurl=http://www.flickr.com/photos/ptey/480490350/&size=116k&name=A+look+at+the+fr...&p=motorway+cars&oid=fec95046585bb2a6&fr2=&fusr=Peter+Dremst...&no=4&tt=16810&sigr=11cl4fjak&sigi=11kjioshj&sigb=12lq3d8dj&.crumb=/fxYNmgaK2


A PRS application 
Secure Tracking Service (S-TrackS) 



Objectives of the PRS application 

• Easy to use 

• Low (operational) cost 

• Integrated service solution 

• Provide the PRS security features: 

• Authentication 

• Anti-Spoofing 
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CONCEPT – S-TrackS 

• Uses the European Galileo Public Regulated Service (PRS) 

• Records not spoofable unclassified spectrum snapshots 

• S-TrackS offers offline: 

• Reliable positions 

• Proven positions 

• Accurate positions 

• Not spoofable / misleading positions 
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Legally proven position to 

demonstrate where an asset or 

person has (not) been! 



Observation 
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Operator 

Spoofing  



Observation 
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Operator 

S-TrackS tracking  

GPS bracelet 

PRS bracelet 



S-TrackS versus PRS RT 
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S-TRACKS PRS 

Purpose Legal proof wrt postioning Secure Real time navigation 

Candidate users No limitation Public Regulated 

Cost for ‘receiver’ <100€ >10.000€ 

Operationele impact 

receivers 

One secure service for 

multiple recorder 

Monitoring & Control is 

required 

Operational impact server Secure facility, SC people N.A. 

Operation Validation as a service Key- and access mngt 

Realtime Near realtime yes 

Purchase receivers Simple device, aim for 

standardisation in chipset 

Limited # certified suppliers, 

currenty no Dutch industry 



Thank you 


